Kerberos V5 - i& it 2 &

5

= B4 S
® 4738 (Realm)
& ¥ 38 (Options)
® pFR S8k (Times)
¢ 5 & (Nonce)
®iF (T 9
® NEFLHEFFEFTGTFE
Ticket;gs= ExrgslFlages || Ky g5 |l Realmy || 1D, || Times || Authen_Data]
® EBJRIFFE
Ticketz= E,[Flages || K, B || Realm, || ID, || AD, || Times || Authen_Data]
Authen_1, = Ey 5 1cs[IDa || Realm, || TS,]
® & RPRFE:
Authen_1g = E,, [ID, || Realm, || TS, || Subkey || Seq#]

B o 5

48




Kerberos V5 - :& (T2 &

5

(1) Options, ID,, Realm,, ID 4, Times, Nonce,

(2) Realm,, ID,, Ticket g,
By, [Ky, g I Times Il Nonce, Il Realmyg Il IDp4]

(3) Options, IDg, Times, Nonce, , Ticketysq , Authen_1,

(4) Realm,, [ID, , Ticketg,
EKA, as K A B Il Times Il Nonce, Il Realm, I 1D, ]

(5) Options, Tickety, Authen_2,

(6) Eg, 5 [TS, Il Subkey Il Seq# ]

Ticketrgs = Exras[Flages Il Ka, tas Il Realmp Il ID Il AD4 Il Times Il Authen_Data]
Ticketg = Exg[Flages Il Ka, 5 Il Realmy Il IDa Il AD4 Il Times Il Authen_data]
Authen_1, = EKA tas [IDa Il Realmp I TSq]

Authen_24 = Exa, g [IDa Il Realmp Il TS, Il Subkey Il Seq# ]

B YrYTYY 3




Kerberos V5 - Ticket #% 3¢

-
# Ticket $ 3\
# Encryption Key ¢ 4%
® 5. (flags) -
 INITIAL
PRE-AUTHENT

HW-AUTHENT
RENEWABLE

B o 5

Version

Encrypted

Realm

Principal Name

Ticket Flags

Encryption Key

Realm

Principal Name

Times

Host Address

Authorization Data

50




