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Inner_R1(Gi3/0) #MEESHIZS @ Inner-DNZ-ACL

Permit/ A HEY Ji

R Sfak sk
deny IP port IP port  [A]

1 permit TCP 192.168.0.0/16 any any <1024 out

2 permit  TCP any <1024 192.168.0.0/16 any in

3 permit UDP 192.168.0.0/16 any  any <1024 out

4 permit UDP any <1024 192.168.0.0/16 any in

5 permit  ip 192.168.0.0/16 120.118.166.0/24 out

6 permit  ip 120.118.166.0/24 192.168.0.0/16 in

7 permit Icmp-echo 192.168.0.0/16 any out ping

. Icmp echo- .
8 permit any 192.168.0.0/16 in echo
reply
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% FRERXEFRAI : Inner-DNZ-ACL-out
Ineer_R1>en
Ineer_R1#config ter
Enter configuration commands, one per line. End with CNTL/Z.
Ineer_R1(config)#ip access-list extended Inner-DNZ-ACL-out
Ineer_R1(config-ext-nacl)#permit tcp 192.168.0.0 0.0.255.255 any It 1024
Ineer_R1(config-ext-nacl)#permit udp 192.168.0.0 0.0.255.255 any It 1024
Ineer_R1(config-ext-nacl)#permit icmp 192.168.0.0 0.0.255.255 any echo
Ineer_R1(config-ext-nacl)#permit ip 192.168.0.0 0.0.255.255 120.118.166.0 0.0.0.255
Ineer_R1(config-ext-nacl)#deny ip any any
Ineer_R1(config-ext-nacl)#exit
Ineer_R1(config)#do show access-list Inner-DNZ-ACL-out
Ineer_R1(config)#int gi3/0
Ineer_R1(config-if)#ip access-group Inner-DNZ-ACL-out out

% Inner-DNZ-ACL-In

Ineer_R1(config)#ip access-list extended Inner-DNZ-ACL-in
Ineer_R1(config-ext-nacl)#permit tcp any It 1024 192.168.0.0 0.0.255.255
Ineer_R1(config-ext-nacl)#permit udp any It 1024 192.168.0.0 0.0.255.255
Ineer_R1(config-ext-nacl)#permit icmp any 192.168.0.0 0.0.255.255 echo-reply
Ineer_R1(config-ext-nacl)#permit ip 120.118.166.0 0.0.0.255 192.168.0.0 0.0.255.255
Ineer_R1(config-ext-nacl)#deny ip any any

Ineer_R1(config-ext-nacl)#exit

Ineer_R1(config)#do show access-list Inner-DNZ-ACL-in

Ineer_R1(config)#int gi3/0

Ineer_R1(config-if)#ip access-group Inner-DNZ-ACL-in in
Ineer_R1(config-if)#




s 9-6-5 A EPESEH=S DNZ #REl =

% ERTE telnet-ACL BAXiEFRAI
® 5F 192.168.0.1 B2 192.168.1.1 E A

Inner_R1(config)#ip access-list standard telnet-ACL
Inner_R1(config-std-nacl)#permit host 192.168.0.1
Inner_R1(config-std-nacl)#permit host 192.168.1.1
Inner_R1(config-std-nacl)#deny any

Inner_R1(config-std-nacl)#exit

Inner_R1(config)#line vty 0 4
Inner_R1(config-line)#password cisco
Inner_R1(config-line)#login
Inner_R1(config-line)#access-class telnet-ACL in

Inner_R1(config-line)#exit

Ineer_R1(config)#enable password User
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