
IPsec AH 認證欄位

認證欄位考慮因素

計算 MAC 值：計算 MAC 值：

• 產生『完整性檢查值』(Integrity Check Value, ICV) 

• 利用鑰匙加密利用鑰匙加密

雙方必須協調：

• ICV 加密的秘密鑰匙

• 採用何種 MAC 演算法 (如 HMAC-SHA-1) 

• 選擇哪些欄位來計算 ICV 值
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16

Authentication Data (variable Length), ex. ICV



IPsec AH 認證欄位

IPv4 標頭可能參予計算 ICV 的欄位
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Version IHL Type of Service Total Length

Identification Flags Fragmentation Offset

Time To Live Protocol Header Checksum

Source Address

Destination Address

Options Padding

Data (TCP, UDP, ICMP, ... 封包)
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IPsec AH 認證欄位

IPv6 標頭可能參予計算 ICV 的欄位
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Version

Payload Length

Traffic Class

Next Header

Flow Label

Source Address (1)

Hop Limit

Source Address (2)

Source Address (3)

Source Address (4)

Destination Address (1)

Destination Address (2)

Destination Address (3)

Extension Header Information (if present)
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Destination Address (4)
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