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® client_write. MAC secret [CipherSpec.hash_size] : % = z3:+5 MAC &% vh& B -
4 server_write_ MAC _secret [CipherSpec.hash.size] : fé’PF-‘:#%‘L;Ei MAC & ehE & -
@ client_write_secret [CipherSpec.key_material] : £ = z84c %3 L 4T L B -
® server_write_secret [CipherSpec.key material] : &R 4 % 3 5 48 chE
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final_client_write_key = MD5(client_write_key || ClientHello.random || ServerHello.random)
final_server_write_key = MD5(server_write_key || ServerHello.random || ClientHello.random)
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client_write_IV = MD5(ClientHello.random || ServerHello.random)

server_write_ IV = MD5(ServerHello.random || ClientHello.random)
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client_write. MAC_secret = key block]0,.., 15] (128 bit)
server_write_ MAC_secret = key block[16, ..., 31] (128 bit)
client_write_key = key block[32, ..., 36] (40 bit)
server_write_key = key block[37, ..., 41] (40 bit)
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final_client_write_key = MD5(client_write_key || ClientHello.random ||

ServerHello.random) [O. ..., 15] (128 bit)
final_server_write_key = MD5(server_write_key || ServerHello.random ||
ClientHello.random) [0, ..., 15] (128 bit)
client_write_ IV = MD5(ClientHello.random || ServerHello.random) [0, ..., 7]
server_write IV = MD5(ServerHello.random || ClientHello.random) [0, ..., 7]
(64 bit)
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